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Ground Rules
for All WebEOC Users

¢ Be respectful, professional and
clear in use and posts to the system.

¢ For Users assigned to multiple roles
in WebEOC or with access provided
to WebEOC through more than one
organization, consider the purview of the
User role and organization mission that is
being filled at the time for consistency
with that role or mission.

¢ Seek training on the WebEOC system
and, periodically, repeat training to learn
new or updated system functionality and
refresh skills.

¢ Maintain up to date contact information
within the personal User Account Profile
and on the Contacts Lists board.

¢ Stay up to date on system functionality
by reviewing the WebEOC History board
at every login.

¢ Be familiar with and follow the guidance
established in the WebEOC User Guide,
available training videos on the webpage
(ct.gov/demhs) and technical support
materials, such as those available from
the WebEOC File Library or the webpage.

¢ If potentially inappropriate, offensive or
nefarious use is observed or suspected,
immediately report such activity to a
DEMHS WebEOC Administrator
(DEMHS.webeoc@ct.gov).

¢ Remember that information recorded in
WebEOC is subject to the Freedom of
Information Act (FOIA). Please notify
DEMHS (DEMHS.webeoc@ct.gov) if you
receive a request for information entered
into the WebEOC system.

¢ Take note of any System-Wide Messages.

¢ To the extent feasible, verify information
prior to posting in WebEOC.

Issue Highlights: Logging In, Setup/Maintenance of User Account, Forgot Username/Password

Obtain or Update a
WebEOC User Account

To obtain or update a WebEOC account:

¢ Enter your Password in the Password
field. Passwords are case sensitive
between 8-50 characters and must meet

¢ LYRAGARGKS It (Wi NaERlyl § § /M@ {plowipggriteriaand contain:

T complete a WebEOC User Account
and Position Access Form—available
on the DEMHS WebEOC webpage
(ct.gov/R S Y)K &
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complete a WebEOC User Account
Form—available on the DPH WebEOC
webpage (ct.gov/R LJK

Accessing WebEOC

and Logging In

¢ Access the State of Connecticut’s
WebEOC site from a link on the DEMHS
webpage—ct.gov/demhs, by navigating
to the WebEOC link.

¢ The WebEOC Login screen will open from
the internet browser to the latest version
available for the State of Connecticut.
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¢ Enter your Username in the Username
field.

— Username (excluding

special accounts setup by a
DEMHS WebEOC Administrator)
= Firstname Lastname

First name with a space

before the last name.

—e.g. Sherise Thompson
Usernames will not contain

punctuation, including apostrophes (‘).

— e.g. Jeffrey-O"Brian Jeffrey OBrian.
Individuals with names that are the
same as an existing user may be
assigned a Username with a middle
initial or the middle name spelled out.
—e.g. Robert S Scata
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at least one upper case letter (A-Z)
— atleast one lower case letter (a-z)
— at least one numeric character (0-9)
— at least one special character
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¢ Select the LOG IN button.
¢ Select your Position from the Position
drop-down list.

— Your Position is based on the
organization for which you will
serve during this WebEOC
operational period.

— Many Users will have only one
Position, however, others may be
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or volunteer partnerships.
¢ Select your Incident from the Incident
drop-down list.

— The Incident will typically be the
default Incident name established by
DEMHS WebEOC Administrators.

- e.g. Daily Operations 2019

— Users may need to toggle to a
different Incident based on activity
for a special pre-planned event,
training practice, drill/exercise, or
large emergency operations for a
disaster, etc. in combination with the
role for which you will function in
WebEOC during the operational
period.

¢ Select the CONTINUE button or select the
Cancel button to abort the operation.
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Setup/Maintenance

of User Account

Be aware, WebEOC accounts considered
“inactive” are periodically expunged to
maintain system security. Setting up and
maintaining your WebEOC user account is a
critical function to emergency operations.
This information may be used to contact you
or your agency, such as for assistance, more
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Refer to the earlier section—“Obtain or
Update a WebEOC User Account” and
complete an appropriate form with any
notable work/volunteer status changes
affecting an authorized WebEOC User.
¢ Status changes may require an
immediate update to a User’s WebEOC
access or may be based on a future date,
such as retirement date or anticipated
departure for military leave.
¢ Inthe event of a future date status
change, provide the date for the effective
change to the User account in the email.

Such status changes may include, but not be

limited to, the following:

¢ User separated or will separate from
State service or no longer staff/volunteer
for the affiliate agency, organization or
partner;

¢ User currently is or will be on
extended leave;

¢ User access needs to be revoked per
leadership, such as a result of
misconduct, failure to abide by
professional system etiquette, or
other subversive activity;

¢ User is deceased.
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At every login, the U#A¢dl Mesetr srewisé¢wmahataiAhlamsep st onudat enai nt aipjeeivprd?P t o date
informaton on the AddiCoonaltLegirn. Account Profle. Do NOT repeatedly enter Usernames and
Informaton splash screen to ensure ) _ Passwords if you receive the message:
t hat it is accur at e a his Contactfcadaliows othen WebE®& s t This Account Profile may be used by DEMHS “Invalid Username or Password”.
met hod for being cont &espertbrmng emagencytoferatons to WebEOC Administrators for system manage- STOP AFTER THE EI RST
informaton may c¢hange follow spevidh ore anothehabout WebEOC ment and control.
I ncident, Positon, or grUr||gsesmcraas resouecd reqyedsy i o d . o You have a limited number of attempts
infrastructure status, road closures, 211 ¢ Login into WebEOC. before you are locked out and will require
¢ Name inquiries and shelter/centers status. ¢ Click on the Username at the top left in a WebEOC Administrator to unlock your
— Enter the full name - this may be a the Welcome banner of the WebEOC account.
shortened version such as “Steve” ¢ From the WebEOC menu, navigate to the webpage.
instead of “Stephen” . “Contacts” board. ¢ This will open a User Account page (likely # Refresh your memory of how your
— This may NOT be a nickname like ¢ On the contacts page, select the button in a separate tab or separate browser account profile should look - review the
“Wonder Woman”. “Add Contact” located on the top right window). Username Convention and Password.
— Unlike with Usernames, punctuation is hand side of the page. Convention sections previously discussed
allowed in this field. ¢ Enter your contact information into the Users should perform these steps at the first o Check that your Caps lock is OFF and
¢ Location—This is the Location from which “Contact” screen fields. login and, periodically, Users are expected your Num Lock is ON.
the User is actively working, such as ¢ Select “Save” when completed. to recheck this board to ensure that profile + Try ONE more time.
TownX EOC. . information is up to date. ¢ If you do not have success, follow the
¢ Phone Number Users should perform these steps at the first steps below.
— Ten digit telephone numbers (area login and, periodically, Users are expected For more information on this section and
code) are required. to recheck this board to ensure that profile the individual fields, refer to the WebEOC From the WebEOC Login screen, select the
— Only use hyphens to separate the information is up to date. Users’ Guide located online or in the “Forgot Usename?” or “Forgot Password?”
telephone number parts — e.g. 860- WebEOQC File Library with other technical link and, as appropriate.
999-0000 to allow mobile users a résources.
working quick link. wSGNRSOS | aSNYIYS
— Extensions will be entered with ten TROUBLESHOOTING ¢ If you select the “Forgot Username?” link,
digit number followed by two commas RETRIEVE USERNAME OR RESET PASSWORD EMAIL

enter your e-mail address in the Email
Address field, and reenter it in the
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(no space) and the extension —e.g.
860-999-0000,,555 to allow mobile
users a working quick link.

Note: The TWO commas indicated are S{Ly Y C2ORONIAY SYEAL | 002dyd T2N) I " revage conaining your usermame wil
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before the extension number is dialed. -1 3S@0_YT2NN¥Ia2y ¢SOKy2tz23e {LIY C
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— Valid email addresses are required. -1 3S@0A YTF2NX¥I o2y ¢SOKy2f23& CANBgI ¢ # if you select the “Forgot Password?” link,
- Profession.a_l email ad.dresses re_Iat(.ed_ lfa2Y FRR GKS F2ff26Ay3a SYIAf | RRNBaa eriter your username and e-mail eddress
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email. haaz O}) FUSR a pALK @ % CJZNJA ©So9n/ boO2dyh . Aomnzg;;éig:tr;.ininga link to reset your
¢ Comments g '}l‘? v E ?Yl. 7\ A ':LB A0 . .. A~ 2 A password will be sent to your e-mail
— Please do NOT remove any comments !’ R R7) 82yl fy ez e % CJZA Yl e Uz NBUNRSOS ; : account.
entered by a WebEOC Administrator. UKIFU e2dz OFy | OOSaa ' a ITNBYZ Fa UK
— This field may be utilized to provide 3Sy0e O2YLlzi SN aeéali GKdza | ftf2g6Ay3
additional information by the User. CAZNIKSNE SyadaNB (KIF{G @& Bdz2SNB hl/ OGEEEEIAS
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